CoBpeMeHHbIH KOPNOPATHBHbIH LLEHTP
cepTuduKaLMmu, CNOCOBHDbIAH NOAHOCTbIO 3aMEHUTD
Microsoft CA ans Windows-undpacrpykryp,

a Takxke 3¢ppeKTUBHO peluaTh 3a4a4M BbiMycKa

M yNpaBieHUsl TEXHOIOrMYecKuMM cepTdukaTamm
ans Linux-cucreM, MO6MnbHbIX ycTpoicTs Ha iOS/
Android, cereBoro o6opynosanus Cisco u apyrux
koMnoHeHToB UT-nanpwadra.

BO3MOXHOCTHU

® Bbinyck 1 ynpasfieHne XU3HeHHbIM LKI0M
ceptndurKaTos

e loagepxka 3apybexHol (RSA, ECDSA, EdDSA)
1 oTeyecTBeHHOW KpunTorpadum (TOCT) Ha base
KpunTtollpo CSP

® Y06HbIN web-nHTepdeinc afMUHNCTPUPOBAHUSA
W INYHBIY KaBVHeT nosib30BaTens

e [oaAep>kKa cornacoBaHus B npoLecce Bbinycka
ceptndurkaTos

e HactpanBaemble email-paccbiiki yBeOMNEHWNI

e CosgaHue nepapxuun PKI: gobaBneHmne KopHeBbIX/
MPOMEeXYTOYHbIX/BbIMyckatoLmx CA

e BcTpoeHHble MHCTPYMEHThI Murpauunm ¢ MS CA
(wabnoHsbl, cepTnduUKaThbl)

e [loagepxka xpaHeHus kntoyelr CA B HSM
e CeTtb TOouYek nybnukaumm CRL/AIA, a Takke OCSP

® MOHUTOPUHT COCTOSAHMA nHCTaHca CA n ero
KomnoHeHToB online B web-nHTepdeiice JIK

° CDOpMI/IpOBaHVIe OTYHEeTHOCTN

e Hannuune REST API, nogaepkka CTaHAapTHbIX
enrollment-npoTokonoB
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KOPMOPATUBHbI
CEPTUOUKALMMH

NMPUMEHEHMUE
® VPN cepBuchl

o AyTeHTUMKaLMNS
rnosib3oBaTenew

e /loMeHHble cepBuChbl

e E-mail

NJATOOPMbI

L OI'IepaLI,VIOHHbIe cncTemMsbl:
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® CeTteBoe 060pyAOBaHue
(ctaHpapT IEEE 802.1x)

MPOTOKO/J1bI

MS-WSTEP

NOMIHOLEHHAsA 3amMeHa
Microsoft CA

SCEP

pa6ota ¢ MacOs, iOS,
Android, Linux, Cisco

SSH

cepTuouKaTbl Ans
6e30MacHoro yianeHHoro
JocTyna

B3avmogeincTBre
0bopyzsoBaHUS

LndposBaHme gaHHbIX
Mutual TLS (mTLS)

/I MmHoTrO€e pyroe

® Mob6unbHbIe YCTPONCTBa:
Py ’
L

® [ipyrne nnatdopmbl

CMP

6a308BbIVi cTaHAapT Ansa API
OpenSSL, Bouncy Castle,
Nexus n gpyrunx

EST

cnctembl MDM

ACME

TLS anst Be6-nopTanos.,
Kubernetes, Openshift



MMIMOPTO3AMELLLEEHWE

Peannsauna npotokona MS-WSTEP

n nHTerpaunsa ¢ Microsoft Active Directory
NMo3BONST 3ameHnTb Microsoft CA n
obecneunTtb 6e3onacHbIv autoenrollment-
CepBUC Ha MOMIHOCTbLIO

oTeyecTBeHHOM [10.

i MyHUMOpPBI_

HOMEP B PEECTPE: N226307

YHMBEPCAJIbBHOCTb
NPUMEHEHWNA

Moaaep>ka npotokonos MS Enrollment n
SCEP no3BossieT BblINyckaTb cepTUdMKaThl
415 OBLUMPHOro NepeyHs CeTeBoro
060pYAO0BaHNS N PA3/INYHbIX YCTPONCTB,
paboTaroLX Ha pa3HbIX OnepaLioHHbIX
cnctemax (Windows, Linux, Mac, iOS,
*NiX-cMCTEMbI).

BECLLOBHAA MUTPALINA
C MICROSOFT CA

MexaHn3m nmnopTa LwabsioHOB U
ceptndukaTos 13 Microsoft CA nomoraet
OCYLLEeCTBUTE MUTPaLMIO BbICTPO U N1erko,
6e3 4MTeNbHOro Neproja napasanensHom
PaboTbl BYX CEPBMCOB 1 OXNAAHUS
NCTeYEeHMA CPOoKa AelCTBUSA cepTUP1KATOB,
BbInyLLeHHbIX Microsoft CA.

[MPEMMYLLECTBA

JIMYHbIL KABUHET
MNOJ/Ib3OBATE/1A

MpocToi N MOHATHLIN web-nHTepdeic
f06aBNAeT rMbKOCTY OpraHu3aLmm busHec-
npoLeccoB Mo yrpaBneHUto cepTudukaTamu,
npeAoCcTaBass NoAb30BaTeNt0 UHCTPYMEHT
4151 CaMOCTOSATEeNIbHOTO POPMUPOBaAHMA
3aMnpoCoB, OTCIEXMBAHUS CTaTyca NX
COrN1acoBaHMs, BbIFPY3KU BbIMYLLEHHbIX
cepTnPNKaTOB U KKOYEN N T.A.

YBEOOMIJIEHUMA Ob
NM3IMEHEHWN
CTATYCA CEPTUDUKATA

MMBKO HacTpamMBaemble afMUHUCTPATOPOM
npaBuna yBeOMIEHNIA MO3BONAIOT
onepaTVBHO 1 CBOEBPEMEHHO
MHPOPMMPOBATL NONb30BaTeNs 06
M3MeHeHnn cTaTyca cepTudukaTa.

NOLALEPXKA TOCT-
KPUMNTOIPADGUNI

B03MOXHOCTb paboThl € cepTudrkaTamum
He TO/NIbKO Ha 6a3e 3apybexHbIX, HO

n poccninckmx FTOCT-KpMATOaNrOpUTMOB
3HaYMTeNbHO yNpoLLaeT ynpaBneHme
PKI-nHdpacTpykTypoli, n3basnas ot
Heob6X0AMMOCTIN NCMO/b30BaTb HECKOIBKO
LeHTpOoB cepTudmKaLM Nog pasHble
npovieccol.



O KOMIMAHNM

SafeTech Lab — pa3paboTumk coBpeMeHHbIX MPOrpaMMHbIX MPOAYKTOB A/1st

NMOCTPOEHUNSA HagexXHOoM 1 6e3onacHom PKI-nHdpactpykTypbl 1 3¢ dekTnBHOro

ynpaBneHus ee anemeHTamu. Bxogut B SafeTech Group.

NMPOM3BOOUNTEJ/IBHOCTb
N OTKA3OYCTOMYMBOCTb

MeXaH13M aBTOMaTUYeCKoro oTCnexmnBaHus
PacnoioXeHus, ZOCTYMHOCTN 1 COCTOSHWS
MNKPOCEPBNCOB NO3BOJISET CO34aBaTb
Ntobble 0TKa30yCcToMYMBbIE KOHGUIYpaLnm

N pelaTh 3aja4m KnacTepursaunm B KPYmHbIX
TeppuTopuanbHO pacnpegeneHHbix UT-

NHbPaCTPyKTypax.

TMBKOCTb A
MACLUTABNPYEMOCTb

MuKpocepBMCHast apxXmnTekTypa
obecrneyrBaeT ropn3oHTaNIbHYHO U
BEPTMKaNbHY MaclITabnupyemMocTb 1 gaeTt
BO3MOXHOCTb pa3meLLlaTb A0MONHUTENbHbIe
CepBUChI B PA3/INYHBIX CErMEHTaX.

YOOBCTBO U
OYHKUMOHASIBHOCTb
MHTEP®EMCA

PaclumpeHHbI GyHKLMOHAN U HarnsaHble
Aal6bopapbl Aat0T AOMONHUTENIbHbIE
BO3MOXHOCTM MO yNpaBieHo
cepTudukaTamu, B TOM vucne, Ans
peanv3almnm MaccoBbIX onepaLumi

C HAMW, MOyYEHUS CTaTUCTUKL U BbIFPY3KN
HacTpanBaeMbIX OTYETOB O BbIMYyLLEHHbIX
cepTuduKaTax, a Takxe BU3yanm3aLmm
AAHHbIX O OCTYMHOCTN MUKPOCEPBUCOB.

HALEXHOCTb M BE3SOINACHOCTb

Moazep>ka coBpeMeHHbIX GpeliMBOPKOB 1
TEeXHO0rni, Taknx Kak Spring Security, OpenlID
Connect, WS-Trust u T.4.

Ponesasa mogesib pasrpaHnyeHnsa 4oCTyrna
(BkIOYas NoAAEePKKY 6a30BbIX poneri:
AgmnHnctpartop, Onepartop, AyanTtop Vb n 1.4.)

MNoazep>xka OAuth OIDC, BkatoUasi BO3MOXHOCTb
NCMO/Ib30BaHNA BHELLHNX CUCTeM 6€30MacHOoro
[0CTyNna 1 KaTasoroB Cy6bbEKTOB

AyANT N XXypHanMpoBaHue cobbITUi
6e30MacHOCTW, MOAAEepPXKKa TPaHCAALNN
CObbLITUIA BO BHELLHME CUCTEMbI 0becrneyveHuns
NB (SIEM, IPS/IDS)

Moasepkka pasMeLLeHsa KoYen LeHTpa

cepTudurkKaLmm Bo BHelLHUX HSM (B ToM uncne
n ana rOCT)
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AOMUHUCTPATOP

OCHOBHbIE KOMMOHEHTbI 4. CepBMC K/IMEHTCKOFO 7. Enrollment-cepBucbi
AocTtyna ObecneuvBatoT BbIMyCK U

1. Untepdeic MNMonbsoBartens OTBeyaeT 3a NOAK/IOYEHNE BCeX aBTOMAaTNYeCKN NepeBbInycK
Web-nHtepdelic. ObecneuvsaeTt TWMOB KNNEHTOB, obecneynBsaeT cepTndnKaToB 419 NONb30BaTeNEN
CaMo0ob Ny XXMBaHMe Nob3oBaTene MapLLPYTU3aLMIO 3anpOCOB MeXay MS Active Directory, komnbroTepoB MS
(bopmMmpoBaHMe 3aNpoCoB Ha cepBucamu cuctemsl. ObecneynBaet Windows, Cisco-ycTporicts, MacOS/iOS
cepTndurKaThl, OTCIEXMBaHME cTaTyca BHeLUHVEe NHTepderiChI. N APOYUX *nix-cucTem.

VX COrlacoBaHVA U T.4.).

5. CepBuc ynpaBneHus 8. LienTp ceptudmkaumm
2. Untepderic ApMMHMCTPaTOpa  [OCTYNOM OCHOBHOI KOMMOHEHT, AP0
YL / Oneparopa YL| BbINO/IHAET ayTeHTUUKALWIIO SafeTech CA. O6ecneumBaert BbimycK

Web-nHtepdelic. ObecneuvBaeTt 11 @aBTOPM3aLnto NoNb30BaTenen, cepTudunKaToB, paboTy
HaCTPOIKyY, ynpaBaeHne XN3HEHHbIM a TaKkxke ynpaBneHue C kpynTorpadueri, B3auMoOAeNcTBIE

LUMKIOM CepTVIq)I/IKaTa, noayyeHume NMoib30BaTeNAMU N X POSIAMN. c 6ason AAHHbIX.

CTaTUCTUIKM LIeHTPa cepTudmkaumm

v uHpopmaumm o Tekyliem coctosHun 6. CepBUMC MOHMTOPHHra 9. CepBuc yBefoMNneHuM

MUKPOCEPBCOB. ArpervipyeT HdopMaLuio o PeanvsyeT oTNpaBky 1 NoayyeHvie
MOAK/MOUEHHbBIX MUKPOCEPBICaX, YBEAOM/IEHWIA MO COBLITVSAM B CUCTEME.

3. OCSP-cepBuc peanisyet MexaH13Mbl

MpeAoCTaBAsSeT BO3MOXHOCTb 6anaHCMpPOBKU Harpy3Kn MeXay

BbINONHUTL NPOBEPKY CTaTyca HECKONBKMMM 3K3eMMNASPaMn

ceptudukaTta B online-pexumme. O/ZlHOTO 1 TOrO e cepBuca.

SafeTech Lab Ten.: e-mail:

safe-tech.ru +7 (495) 120-99-09 info@safe-tech.ru



